Integration of Signals Intelligence, Electronic Warfare in
Reconnaissance Troofeeing Where the Eye Cannot
See

by CPT Doni Wong, 1LT Theodore Lipsky, CRjidBalhoun and CW2 Pablo Cruz

In the ongoing debate of how to win against a neaer adversary in a complex operating environment, senior
Army leaders have posited several solutions to the questidaaifcal electronic warfare (EW) employment

As the most proximat.S light infantry brigade combateam (IBCTip Russia, 173IBCT (Airborne) tested an
integrated EW andignalsintelligence (SIGINPlatoon to bridge the capabilities gap between the unit and its
nearpeer Russiaradversarywhose armed forces demonstrated renewed E¥pabilityin its 2014 conquest of
Crimea

The test was conducted in February 2018 wh&8® IBCT (iborne) consolidated its EW and SIGINT Soldiers into
acombatEWintelligence (CEWI) platoon within itslitary-intelligence ompany (MCo). The brigadenitially

tested the concept with moderate success during Exercise Swift Response 17.2 at Hohenfels Training Area (HTA),
Germanyin September 201712 Yl EAYAT S G KS / 92 | thdib8dade ieaershigaski SOGA 2y NBI
organized them undefroopA (akadAnvil Troog), 15t Squadron91% CavalryRegiment(Airborne) The concept

was tested during 173L . / nex@&vo exercises at HTA in damyand April 2018.

This articleoffers lessondearned and recommendations from these three training exercisgscifically regarding
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potential solution to the tactical EW question, tlEW!I teamef 1739 IBCT (#borne) met their brigade
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spectrums to the commander and providing the commander with oifor enemy signal disruption.

CEWI platoon established

CQ. James Bartholomees, commander df73% IBCT (#borne), approved the consolidatioim February 2018f
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initially tested the integrateeblatoon concept with moderate success duritvgo previous exercises at HTA in

September 2017 and January 20182 ¢ S@SNE (G KS LI [ 422y Q& LISNF2NXI yOS TSt
its inability to train as a singldgtoon ahead of the exercises

After taskorganization changeis February and March 2018ewequipment training (NET) and nesquipment
fielding (NEF)f the Versatile Radio Observation and Direction (VR@RIDD Modular Adaptive TransmitMAX,
Saber Furya system that managdahe electromagnetic environmenthile on the movewithout network
connection and Raven Claya system used witlEWplanningtools), the MiCo stood up the CEWI platoon
accordng tothe Army® Multi-Functional Intelligence and Electronic Warfare ConcepOgferations Version 1

The brigade commander charged the platoon with three responsibilities that drove thettpatio the April 2018
Joint Warfighter Assessme(@WA)18.1:

I Locate enemy signal emitters;
1 Succinctly communicate their locations across multigbectrums to the commander; and
1 Provide the commander with options for enemy signal disruption.

Although theplatoon and MCo leadership acknowledged the lostgrm need for advanced fieldcradind callfor-
fire capability, plusraining on theRavernunmanned aerial systeify ASkand/or Puma(small, batterypowered,
handlaunchedUAS, the leadershipprioritized ystem crosdraining, reportingand communicatiosplatform
proficiency between January and A®018.

¢CKS /92L LXFd22yQa NBfIFGA2YyaKAL ¢A 0 K(see sélgtddfarticieNts2 LI 6 Sy
edition) in January 2018, a month befotiee consolidation directiveThe MCo leadership decided to attach the
platoon to a maneuver unit during the foram-¥ 2 NOS SESNODAAS (2 2LIWGAYATS GKS GSIY



24-hour operationsThe platoon operated belomodified table of organization and equipmestrengthduring
Bayonet Guard because only four of eight EW Soldiers were released by their parent battalions to parfibipate.
undermanned teamstruggled to simultaneously execute collection operations while providing their own security.
Therefore,Anvil Troop providd perimeter security, logistics supp@mnd a troop headquarters fanission

command, enabling the CEWI teams to focus solely on survey and collection actihiiealsdeveragel the

tINB 2 LJQa 2NHF YA O wl @Sy &nd finiftRactionalsl teryetsY 2 NI | NB (2 TFTAE

Building on this initial success, for JIWA in April 2€H8brigade once again attached the CEWI platoon to Anvil

Troop and placed the Mo commander in the brigade tactic8l LISNJ G A2y a OSYGdSNJI o¢h/ 0o (2 a8
chief ofreconnaissace.Because the brigade intelligensepport dement (BISE) remained -bocated with the

brigade TOC, the i@o commander could exercise mission command diiercompany while synchronizing the
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Troop,they would also report to the cybeéEWactivities (CEMA) cell in the BISEjch wascomprised of the

traditional SIGINT leadership afyptologicalsupport tam (CST) and EW leadership formerlyredd under the

brigade operations section.

JWA
LY @A ¢NR2LIQA Y Atdcdridacyan &idahde guAshsMSf thetagkfoiceto protectit from direct
fires, observed indirect firesnd intelligence collectiort K S G NP 2 LJ®@ &he mi¥fsibnyintofivie ghiae S

1 During Phasg the troop plannedand preparedNotably, this phase included deliberate coordination
gAGK GKS GNR2LIQa FiGdl OKYSyGa G2 RS@St2L) F 02YY2y 2L
capailities into the overall @n.
1 Phase Il saw the beginning of tactical operatidhsting ths phase, the troop entered the area of
operations (AO) and established a screen along Phase Line (PijsAinég screen protected the task
force as ituilt combat power through thair-land sequence.
T tKFaS LLL SyO2YLl aaSR (GKS (NR2LIQ& YORridHMsSy & S| aid gl NF
movement Anvil Troop providd the advance guard for the tashrfe as it moved to contact.
1 Following this eastward advance guard, the troop transigid to Phase I\fin whichit screened along the
task 2 NDS Qa ank. dhiskceld/permifteld the taskrice time and maneuver space $eize
Objective Florida.
91 During Phase V, the troop consolidated and reorgani2¢dhe completion of Phase V, tliop stood
readyto receive followon missions.
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Figure 1Map of HTA with theaskfor ce’ s phase | i nes, T o bgppmtoon bourelaies. NAIl s an
(Map by CPT Doni Wong)

Integration of CEWI jatoon

The two CEWI teamgere each attached to anvil platoon: one in the northernmost part of the AO and one in
the southernmost part of the AQhe plan split the CEWI platoon to take advantage of the elevation to the north
and south, affording the SIGINT and EW systems the best possible lindd ansidines of bearing.

While operathg with the scout platoons, thieeams received the autonomy to decide where to position their
ddz2NBSe FyR 02ttt SOGA2y FaaSdaxs gAGK GKS &a2ffnettiee/ RAGAZY
and within supporting distancerlhis autonomy afforded the CEWI teams the flexibility to best emplace and
leverage their systems while remaining nested inthe §couLJt | 622y aQ aSOdzNRG& LISNAYSGSNH

The CEWI teams maintained communications locally with their scatdgsi usingvery-high-frequency YHP

radios The troopused dint Capabilities ReleasedR and satellite communicationto communicate with the

commander andhe BISEThe CEWieam leaders could send intelligence thraguired immediate attention over

VHFradiowhile sending lesargent intelligence oved@® ¢ KS / 92 L GSIFYaQ SyYLiz2eyYSyd 2F V
not burden tactical nets and could receive updafeibrity intelligence requirementandnamed areas of interst
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Alsqg the JCR enabled the CEWI teams to send thorough written reports to the troop catanamrd CEMA cell in
the BISEThe CEMA cell contextualized these reports with ctibe from other intelligence disciplines and
provided refined collection guidance to the CEWI teams.

CEWEnables recon



The mission demanded that the troop constantly transition from security t@slch as scregro reconnaissance
tasks(such as areand route reconnaissang.eThe CEWI platoon overcame this high tempo by identifying and
relaying changes to the enemy situation andgudial targets of opportunity.

In one such instance, as the troop approached PL Bundy during route reconnaissancé&Vtheadfattached to

3 Platoon detected enemy positionsear NAI 521%Hog Hil). This report confirmed the task for®2Q a

templated enemy observation post at the same posifiandit RNE S (G KS G NR 2 LIQamaeSOAaA2y :
route to bypass Ho#lill. Third Patoon subsequently conducted forwaquhssageof-lines of a company team from

Task Force Eagleomprisedf one tank platoon and two infantry platoopalong the secured route reconnoitered

by the scoutsThe company teamtheW | Y Sdz@SNBER (2 GKS {F NBSGQawhie2 OF GA2Yy |y
sustaining no casualties.

In another instance, while conducting a screen along PL Harold, the CEWI teams determined the location and time
for an enemyresupply operationThe detection inaased the range in which Anvil Troop could conduct its
reconnaissance missipas the identified location was beyodihe-of-sight. The troop used the report to process

an indirectfire mission that effectively disrupted and desyheB Y A T SR (i K StioBsy SYe Qa 2 LIS NJ
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Figure 2Map of H-TAwithtle t a s k f dMagbeasdby CNTADosi Wong)

Scous enableCEWI

Wwdzad a GKS /92L LXIFdG22y Sylrof SR GKS (GNR2LIQ&a NBO2YyYl Aa.
providing coaching on camouflage afieldcraft; by providing the security necessary for sustained CEWI

operations; and by conducting the route reconnaissance necessary to confidently position CEWI platforms where

they could best operate.
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Anvil Troop learned the importance of camouflaging @€WI teams during Exercise Bayonet Guard in January
2018.Though the CEWI teams employed their systems competently, they lacked expertise and experience with
mounted movement and maneuverhis issue required immediate attention, as thée-resistant amlish

protected allterrain vehiclefM-AT\6) and their multiple antennae possess a uniquggibal signature and

present a igh-value target(HVT)Yor the enemy.

Anvil Troop coordinated witthe CEWI platoohefore beginningoperations to adequately camoafje the MATVs
and discuss tactically sound routdhe CEWI platogmvithout hesitation learned the Anvil Troop vehicle
camouflagestandard operating procedur&SOPaNnd applied it to their MATVsThis early codatination ensured
that the M-ATVsavoided detection at any point durirthe JWA.
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Figure 3. A CEW¢& a m’ -ATV kbndud surveillance and collection missions while hidden near tferward-
line-of-own-troops (FbT).(U.S. Army Ipoto by CSM Paul Fedorisin)



Figure 4. The CEWI team operates while remaining hidden from visual contact, often within 500 meters or less of
enemy positions(U.S. Army photby CSM Paul Fedorisin)

As previously noted, during Bayonet Guard the undermanned CEWI platoon struggledlitarsgously conduct

collection and security task$herefore, Anvil Troop responded by adopting the practice of keejitgcoutsnear

CEWI positions. The scouts assumed the responsibility of local security to best enable CEWI intelligence collection,
whiOK Ay (dz2Ny KSfLISR RNAZGS (KS aO2rdeinaassadceKsSsynthiot T Y I y Sdzd S
relationship explainy dzOK 2 F ! y@Af ¢NR2LIQ&a adz00Saao

Third, AnvilTroopreconnoitered routes ahead of the CEWI attachments, mitigating tHe M+ Q & er<OeY 6
mobility and lack of stealtl. & | € a2 FFARSR GKS /92L (G4SIFYyaQ lLoAtAade G2 LR
Finally, it allowed the platoon and troop to maintain momentum instead of slowing down for a mi&d\¥or

turning around at a deadnd.

Acting on CEWtel

Throughout JWA, the troop had to decide how it would act on the intelligence its CEWI assets pib@led.
i N2 2Ho¥ericourses of actidiCoA fell into fourcategoriescontinue to monitor, employ indirecires, conduct
electronic attackand conduct a direct ground attack.

The first Cé wasto continue gathering intelligence through the vulnerability exploited to acquire a higher payoff

target without the risk of the enemy detecting thet dzS B2 VRO dection eforts. For example, atad of

the final assault onto Objectivielorida, Anvil Troopecommended no direct actiobe taken on intelligence that

indicated a meeting location between two leadefs a result, tls decision enabled thCEWI team to continue its
collectionmission the CEWI team learnedherethe2 LILJI2 A Ay 3 F2NDSQa RIFAf & NBadzZJLX &

The second Obleveragedh Y RANBOG FANBA Ay |y STFF2NI G2 ySdzimg t AT S G
wasbest accomplishedsing a UAS assas a primary observer for clearance of fires against static positions such

as a battle position or a logistical or missicmmmandnode. Defensive positions are preferred targets because

indirect fires will not have to chase a moving targetd theyLIN2 A RS || KA3IK LI &2FF o6& RAAN
defenses or supporting efforts without unmasking BLUFOR ground forces.

In the third Cé\, the CEWI teams condectan electronic attack to desynchronize enemy maneuvers and/or deny
their ability to report on BUFOR actions to adjacent or higher uriitsis wasdest implemented during enemy
offensive operations or right before a BLUFOR attébk. ground commander assumedsk with this CoAecause

the CEWI team conductrthe electronic attack radiateastrong, constant signaandbecamevulnerable to

enemy collection and countermeasures.

The fourth and final Codvailable to the maneuvering unit upeaceipt of CEWI intelligence wisconduct a
direct ground attackThis wagarticularly prudent when the destction of an HVTwasa priority or whenindirect
fires werenot practical or availabléAnvil Troop achieved decisive action when acting upon this fourth option
duringthe JWA While screning on PL Daily prior to the task NJO S Q & of @ifeétiVeBidNd, the CEWI platoon
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RSGSOGSR (KS S galoraidd dschenie df $nenedvand dxedition timelineAfter repating this
intelligence to the taskdirce, the troop identiled that the target location was locatdzbtween theFLoTand the
main body posing a serious threat to the tastr€e and eliminatig indirect fire as a feasible 80

The troop instead maneuvered two plains to attack the assembly area. One platoon conduthedassaultand
the secondbne provided support bjire. Owing to rapid collection of and action on the intelligence, the troop
conducted the attackvhile the enemy maitained minimal security iits assembly area conducting prites of
work, sothe enemycould notmuster a counterattack on the taskrte. This action was a prime example of
dynamic targetingusing thedfind, fix, track, target, engage andsess methodology at the troop level while
maintaining situationhawareness for the taslofce.

Current imitations
Currently, he three main limitaionsare the size of the MATV and its mobi, its large target signaturand its
dependency on external security.

The/ 92 L LIcuriér? &lide Zonfiguratioemploys MATVsWhile the MATV provides the crew with some
protection and mobility, whemaneuvering offfoad or through the woods, the platform becomes restrictéd.
times duringthe JWA, the MATVSs could not follow the scouts to which they were attatbecausédumvees

could traverse terrain inaccessible toATVsTo adapt, the scoutsonducted route reconnaissance ahead of their
attached CEWI teams and then malthe teams foward on known passable routes.

¢2 RSONBIasS (KS / 92 coitaasssied theCOEW! teaifsaryiduflaghiNBRiE vehickeSThea
scouts alsshared treir SOPs and lessctearned on vehicle emplacement into hide sites.

Figure 5The 191 Cavalrycamouflage SOP requires all lights and reflectors to be taped, burlap to be placed over
the headlights and foliage applied to break up the geometric outlinetié vehicle.(Photo by CSM Paul Fedorisin)

In addition to the MAT\Q & , SIGINTSand EW activities that the CEWI teams coadlbobadcast a significant
signature oer the electromagnetic spectrum. This malkis teams susceptible to enemy collectionaets.
Therefore 1Q éitical for the team and theommand it supportso understand the risk they assume when the
CEWI team executeffferent SIGINT and EW tasks.



As stated before, the CEWI teams rely on an external security element, especially when positioned Ré&ar.the

G GKA& LRAYG Ay GKS / 92 liCotdnmaideraydEWIplktboh ¥akigfsBip 3f A RS LI (i K .
prioritized system crossraining and r@orting over tactical combat skillBecause of this, the team retlen good

visual camouflage, disciplined use of their EW equipment and a maneuver unit to provide security to maximize

their capabilities and survivability.

Wayahead

TheJWA validated th€ EWAHplatoon concept andhe benefit ofits early integration with ground reconnaissance

units.¢ KS GSIya YSG GKS oNARIIRS O2YYFYRSNRa AyaSyid oe 2010
locations across mufile spectrums to the commandand providing the commander with options for enemy

signal disruptionA sustained habitual relationship with9ll Cavalry Squadron, specifically with Anvil Troop, will

2ytfte AyONBlFrasS GKS OoNARIFRS NBO2yylrAaamgOS Syl SNLINR&SQa
When afforded time to train together, SIGINT and EW Soldiers grew as a team and gained trust in one another and

their equipnent. Future crosdraining duringthe next 1218 months may enable the bage to fieldmore teams.

The complementary capabilities thfe VROD, VMAX afRRB13 dismounted systems underscore thélity of

CEWI consolidatiohe NET/NEF of théROD and VMAX should be sustained, and units should send both
military-occupation specialt9-series and 35elies Soldiers to training.

The mounted EW systems, however, require further development and teSthregMATYV platform should be
replaced by a more mobile vehidleat hasa similar visual signature to scout vehicl€se173%IBCT (#borne)
fielded two Razor vehiclem July 201&quipped withmore electronicsearch and electroniattack equipment.
Future fielding of new CEWI equipment, however, must incorporate a unit testing phase before deployraent to
major training exercise.

The brigade received thgrototype Saber Fury and Raven Claw systems in late March 2018 and ex¢xUW&é

three weeks laterUnfortunately, thefield-servicerepresentativesESRattempted a software upgrade to both

systems the dapefore thew? | Q& S E S Odzii h@esypsterdmplidationslykddzaryy (1 KS deadsSvaaq
OFLI 0AfAGASE RAR Yy 2 (AsY B&systeinkviere dejfadiwiEhdaptSpahddsédusa cablg y &
shortages that prevented the BISE from pulling all the data collected by the forward teams. AbES#Raetipport

duringthe JWA mitigated several of the Saber Fury and Raven Claw issues, but a rapidly deployable unit will not
always have the luxury of FSR support in a deployed environment.

The CEWI platoon is participatingtire brigade combatraining-center rotation,Exercise Saber Juncti@8, which
started in September at HTA. The briganiee again attackdthe platoon tol-91 Ca® ¢ KS LJ | G422y Q& G NI
prioritiesare focused on

1 Refined communications praittes and reporting formats;
1 Integrating he Puma UAS systems that were fielded in early April 281,
1 Integrating the Razor vehicles.

The UAS systengdevate the CEWI platoon into a medgnsor team concept, leveraging UAS to target and
integrate fires.The longterm plan for the CEWI platoonill involve sending the platoon leadership and squad
leaders to the Reconnaissance and Sulevete Leaddé® Coursend all platoon members to thieowLevel Voice
InterceptOLJS NJ- Gofrdeh Q

The CEWI platoon concelpasprogressed significantly since fisst employment in October 2017, and with proper
training and equippingh &t At f Fdzy OlGA2y Fa +y 2LIGAYEFE F2NOS YdzZ (A LXK A
enterprise.
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Notes

1U.S. Army Intelligence Center of Excellemeesgrated Intelligence andCEMA Operations at Echelons Corps and Below:
Multi-Functional Intelligence and Electronic Warfare Concept of Operatidfession 1.0, De@1,2017.

Acronym QuickScan

ABOLG! NY¥2NJ . AaA0 hFFAOSNI[ SIFRSNDa / 2dzN&B S
AO¢ area of operations

BISK; brigade intelligencesupport element
BLUFOR Blue Force
CEMA-cyberspaceslectromagneticactivities
CEWL, combat electronic warfare intelligence
CoA¢ course of action

CST cryptologic supportéam

EWCc electronic warfare

FloT ¢ forward-line-of-own-troops

FSR; field-service representative

HTAG Hohenfels Training Area
HVT-highvalue target

IBCT¢ infantry brigadecombatteam

JCR; Joint Capability Release

JWAC joint warfighter assessment

M-ATV¢ mine-resistant ambustprotected aliterrain vehicle
MiCo ¢ military-intelligence company

NAI¢ named area of interest

NEFR¢ new-equipment fielding

NET¢ new-equipment training

OIC-officer in charge

PL¢ phase line

SIGINT, signals intelligence

SOR-standard operating procedure

TOC tacticaloperations center

UASC unmanned aerial system

USMA-U.S. Military Academy

VHF very high frequency

VMAX¢ VROD Modular Adaptive Transmit
VROLX, Versatile Radio Observation and Direction



